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I. Introduction

Since its inception, copyright law has had to adjust to technological developments in the “means of storing, reproducing, and disseminating expressive works.”
 Recently, the “digital revolution” has posed perhaps the greatest challenge ever to copyright law. It has not only enabled new means of expression such as synthesized music and video games, but it has also resulted in the ability to quickly and inexpensively produce perfect copies of and distribute expressive works.
 Some have argued that the development of digital technology has thus significantly impaired the preexisting legal protections for copyrighted material.
 
However, apart from facilitating copyright infringement, digital technology has also provided copyright owners with a means of gaining extralegal protections on their copyrighted works.
 That is, copyright owners have used technology to create protections for their works in addition to the legal protection from which their copyrighted material already benefits. Technological measures that are designed to protect copyrighted material are most commonly known as “technological protection measures” (“TPM”).

In 1998, Congress passed the Digital Millennium Copyright Act (“DMCA”)
 in an effort to bolster copyright protection in response to technological advances in digital technology and the Internet, which enabled digital piracy on a scale that had never before been possible.
 One part of the DMCA, the anti-circumvention provision, provides legal protection for TPM that copyright owners use to protect their copyrighted material.
 Since its enactment, the anti-circumvention provision of the DMCA has withstood a number of different constitutional challenges, which has led many to believe that the constitutionality of the anti-circumvention provision of the DMCA is beyond dispute.
 Nevertheless, this Paper will argue that one component of the anti-circumvention provision of the DMCA, the §1201(b) prohibition on trafficking in devices primarily designed to circumvent a certain subset of TPM known as “Digital Rights Management” (“DRM”),
 violates substantive due process by infringing on the right to fair use and, as such, is unconstitutional.
Part II of this Paper explains digital rights management and provides several examples of it. Part III details the DMCA and explains how Congress attempted to maintain the balance between public and private interests in copyright law in its enactment of the DMCA. Part IV explains the previous constitutional challenges that asserted fair use rights and which §1201(b) of the DMCA has thus far withstood. Lastly, Part V of this Paper sets forth the argument as to how the §1201(b) prohibition on trafficking in devices primarily designed to circumvent DRM violates substantive due process and is consequently unconstitutional. This entails arguing that there is a fundamental constitutional right to make fair uses of copyrighted works.
II. Digital Rights Management

A subdivision of TPM that has garnered a lot of attention recently is “digital rights management” (“DRM”). There is no general agreement on a definition of DRM,
 but one of the most succinct and straightforward definitions that has been put forward defines DRM as “a term used for technologies that control how digital content is used.”
 DRM is distinguishable from access-based TPM, which “act[s] as digital ‘locks’ to control access to . . . digital material.”
 An example of an access-based TPM would be a password-protected website, for the password-protection denies access to the protected content to those without the correct password. DRM, on the other hand, controls what a user can do with digital content, such as copy or alter it, after obtaining access to that content.
A. Examples of Digital Rights Management


i. Content Scramble System

Perhaps the most well known example of DRM is the Content Scramble System (“CSS”) form of encryption that major motion picture studios use to protect the content of DVDs.
 CSS employs a mathematical algorithm that renders the contents of the DVD indecipherable to a DVD player unless that DVD player contains the proper “player keys” and the CSS algorithm necessary to decode the content into its original unencrypted format.
 Without the necessary keys and the CSS algorithm, DVD players are unable to display the content of DVDs in viewable form.
 The major motion picture studios then license the CSS decryption technology (i.e., the “player keys” and the CSS algorithm) to DVD-player manufacturers, so only licensed DVD players can play CSS-encrypted DVDs. In this way, CSS functions as an access-based TPM; it restricts access to the content of CSS-encrypted DVDs to only those viewers who utilize DVD players with licensed CSS decryption technology. However, CSS is also a form of DRM because it additionally serves to prevent users from copying or manipulating the content of CSS-encrypted DVDs—even if the DVD player in use has the licensed CSS decryption technology.


ii. XCP-Aurora
Extended Copy Protection (“XCP”) is another form of DRM that recently elevated the social consciousness of DRM and DRM-related issues.
 XCP-Aurora, specifically, is a form of computer software that can be embedded on music CDs.
 When a user first attempts to play a CD with XCP-Aurora software on a Windows-based computer, a dialog box appears that requires the user to sign a user agreement.
 The software installs itself on the user’s computer in such a way that the user cannot uninstall the program.
 The software then prevents any other program on the user’s computer besides the XCP-Aurora software from accessing the content of the CD.
 The only way to listen to or copy the contents of the CD using that computer, consequently, is to use the XCP-Aurora software.
 Additionally, XCP-Aurora limits the amounts of times a user can copy music from the CD or transfer the music to a portable listening device.
 

In late 2005, Sony/BMG Music Entertainment (“Sony”) received a lot of attention in the press after a software engineer discovered the presence of XCP software on his computer and discovered that the source of the software was a music CD produced by Sony.
 The press coverage focused on the fact that XCP-Aurora used “rootkit technology,” which created a security threat on computers with XCP-Aurora installed.
 This negative press eventually forced Sony to take a number of remedial measures including recalling all of its CDs with XCP-Aurora installed on them, making available software to remove the rootkit component of XCP-Aurora, and replacing already purchased XCP-protected CDs with unprotected CDs.
 It was not, however, the actual use restrictions that XCP-Aurora placed on the CDs that forced Sony to take these actions.

iii. FairPlay

FairPlay is a form of DRM that Apple currently uses with its popular iPod and iTunes music format.
 FairPlay encrypts AAC-format audio files and limits what users can do with the encrypted files in a number of different ways. It allows users to load the audio files onto any number of iPods or burn them onto as many CDs as they wish.
 However, it only allows users to load a particular audio file on up to five computers.
 Additionally, it prevents users from emailing protected audio files or distributing them over the internet, and most importantly, it prevents users from listening to the protected audio files on any portable music device besides an iPod.
 
III. The Anti-Circumvention Provision of the Digital Millennium 
Copyright Act


In 1998, Congress passed the Digital Millennium Copyright Act (“DMCA”)
 to implement the 1996 World Intellectual Property Organization (“WIPO”) Copyright Treaty
 and the 1996 WIPO Performances and Phonograms Treaty
 (collectively “the 1996 WIPO treaties”) and to respond to the increase in digital piracy that corresponded with the growing popularity of the Internet at the time.
 By updating copyright law to accommodate the changes in technology that came along with the development of the Internet, Congress believed it could make the Internet a safer marketplace for and thereby facilitate electronic commerce in expressive works, such as music and movies.
 One of the ways in which Congress attempted to do this was to clarify the potential liability of Internet Service Providers (“ISPs”) for contributory and vicarious copyright infringement resulting from copyright infringement by the ISPs’ users.
 Congress reasoned that without such clarification, “service providers may hesitate to make the necessary investment in the expansion of the speed and capacity of the Internet.”

Congress also thought that “copyright owners will hesitate to make their works readily available on the Internet without reasonable assurance that they will be protected against massive piracy.”
 Additionally, the 1996 WIPO treaties obligated signatory nations to provide “adequate legal protection and effective legal remedies against the circumvention of effective technological measures” used to protect copyrighted material.
 Motivated by its duty to comply with the 1996 WIPO treaties as well as its desire to prevent the massive piracy that the Internet enabled, Congress included within the DMCA an “anti-circumvention provision.”
 

A. Liability-Creating Provisions

The anti-circumvention provision of the DMCA creates three different types of liability. First, §1201(a)(1) prohibits the act of circumventing an access-based TPM by stating that “[n]o person shall circumvent a technological measure that effectively controls access” to a copyrighted work.
 Secondly, §1201(a)(2) prohibits trafficking in any device designed to circumvent access-based TPM by stating that:
No person shall manufacture, import, offer to the public, provide, or otherwise traffic in any technology, product, service, device, component, or part thereof, that—(A) is primarily designed or produced for the purpose of circumventing a technological measure that effectively controls access to a work protected under this title; (B) has only limited commercially significant purpose or use other than to circumvent a technological measure that effectively controls access to a work protected under this title; or (C) is marketed by that person or another acting in concert with that person with that person’s knowledge for use in circumventing a technological measure that effectively controls access to a work protected under this title.

Third, §1201(b) prohibits trafficking in any device designed to circumvent DRM by stating that:

No person shall manufacture, import, offer to the public, provide, or otherwise traffic in any technology, product, service, device, component, or part thereof, that--(A) is primarily designed or produced for the purpose of circumventing protection afforded by a technological measure that effectively protects a right of a copyright owner under this title in a work or a portion thereof; (B) has only limited commercially significant purpose or use other than to circumvent protection afforded by a technological measure that effectively protects a right of a copyright owner under this title in a work or a portion thereof; or (C) is marketed by that person or another acting in concert with that person with that person's knowledge for use in circumventing protection afforded by a technological measure that effectively protects a right of a copyright owner under this title in a work or a portion thereof.

Thus, the liability provisions of the anti-circumvention provision of the DMCA are keyed to the different types of TPM currently in use. “[T]hey are designed to protect two distinct rights and to target two distinct classes of devices.”
 The first two liability provisions, §1201(a)(1) and §1201(a)(2), regulate the circumvention of access-based TPM, and the third liability provision, §1201(b), regulates the circumvention of DRM. Violation of any of the three provisions may give rise to both civil
 and criminal liability.


B. Public vs. Private Interests in the Anti-Circumvention 

Provision of the DMCA

In updating copyright law for the new “digital millennium,” Congress was not merely motivated by the desire to protect the rights of copyright owners, for the constitutionally mandated purpose of copyright law is not to protect the rights of copyright owners, but rather to “promote the Progress of Science and useful Arts.”
 The Constitution permits Congress to provide authors with limited monopolies over their expressive works only as a means to this end. The underlying rationale is utilitarian: the ability to profit from expressive works will motivate more creation of expressive works than would occur absent the limited monopoly rights that the Constitution permits Congress to recognize, and society will, in turn, benefit from this greater amount of expressive works.
 In the words of Justice Stewart, “[t]he immediate effect of our copyright law is to secure a fair return for an ‘author’s’ creative labor. But the ultimate aim is, by this incentive, to stimulate artistic creativity for the general public good.”
 
In accordance with this utilitarian theory of copyright law, not only are copyright terms necessarily limited, but a number of common-law and statutory exceptions to copyright infringement, such as the affirmative defense of fair use, exist as well.
 These limitations on the rights of copyright owners serve to maintain the “copyright balance” of rewarding authors for their creation while ensuring that the public may benefit from those creations by furthering the public’s ability to legally make use of copyrighted works to a limited extent.
 When Congress passed the DMCA, which primarily benefits copyright owners by legally endorsing the use of TPM to protect the rights of copyright owners, Congress also intended to maintain the constitutionally mandated balance between public and private interests in copyright law.
 In the anti-circumvention provision of the DMCA, Congress included several clauses aimed at making sure that the provision did not tip the scales too far in favor of the private interests of copyright owners.

i. Exemptions for Certain Activities

One of the ways in which Congress sought to maintain the balance between public and private interests in the DMCA was to provide a number of express exemptions to the general prohibition against the circumvention of TPM for certain activities. First, the anti-circumvention provision exempts nonprofit libraries, archives, and educational institutions from the ban on circumventing access-based TPM to gain access to a protected work “solely in order to make a good faith determination of whether to acquire a copy of that work.”
 Secondly, the Act exempts circumvention of TPM for the purpose of reverse engineering a computer software program “for the sole purpose of identifying and analyzing those elements of the program that are necessary to achieve interoperability of an independently created computer program with other programs.”
 Third, the anti-circumvention provision states that it does not apply to law enforcement, intelligence, or other government activities.
 Lastly, the Act exempts circumvention of TPM for the purpose of ‘encryption research,’ which the Act defines as “activities necessary to identify and analyze flaws and vulnerabilities of encryption technologies applied to copyrighted works, if these activities are conducted to advance the state of knowledge in the field of encryption technology or to assist in the development of encryption products.”


ii. Exemptions for Particular Classes of Works

Congress also created a regulatory procedure in the anti-circumvention provision of the DMCA whereby the Librarian of Congress can exempt particular classes of works from the purview of the §1201(a)(1) prohibition against circumventing access-based TPM.
 This regulatory procedure does not, however, empower the Librarian of Congress to make any exemptions regarding the prohibitions against trafficking devices designed to circumvent either access-based TPM (§1201(a)(2)) or DRM (§1201(b)).
 The statute directs the Librarian of Congress to hold rulemaking proceedings to determine whether the prohibition against circumventing access-based TPM will adversely impact the ability of users of particular classes of works to make noninfringing uses of that particular class of works during the succeeding 3-year period.
 The statute also provides the Librarian of Congress with a list of factors to consider in making this determination.
 Upon a finding that the prohibition will have an adverse impact on the ability of users of a particular class of works to make noninfringing uses of that class of works, the Librarian may then publish an exemption for that class of works that will remain in effect for a three-year period.
 In enacting this regulatory procedure, Congress intended that any “particular class of copyrighted works” that the Librarian of Congress should exempt be “a narrow and focused subset of the broad categories of works of authorship” that §102 of the Copyright Act identifies.

Currently, four exemptions for particular classes of works from §1201(a)(1) are in force, which the Librarian of Congress promulgated in October of 2003.
 The four exemptions are as follows:
1.) Compilations consisting of lists of Internet locations blocked by commercially marketed filtering software applications that are intended to prevent access to domains, websites or portions of websites, but not including lists of Internet locations blocked by software applications that operate exclusively to protect against damage to a computer or computer network or lists of Internet locations blocked by software applications that operate exclusively to prevent receipt of e-mail.
2.) Computer programs protected by dongles that prevent access due to malfunction or damage and which are obsolete.
3.) Computer programs and video games distributed in formats that have become obsolete and which require the original media or hardware as a condition of access.
4.) Literary works distributed in ebook format when all existing ebook editions of the work (including digital text editions made available by authorized entities) contain access controls that prevent the enabling of the ebook's read-aloud function and that prevent the enabling of screen readers to render the text into a ‘specialized format.’

Notice that 2 of the 4 exemptions apply to computer programs that are obsolete.

iii. Other Public-Interest Aspects of the Anti-

Circumvention Provision of the DMCA


Besides providing for specific exemptions from the anti-circumvention provision of the DMCA, Congress sought to preserve the balance between public and private interests in several more general ways as well. First, Congress explicitly incorporated its intention to maintain the pre-existing exceptions to copyright infringement into the text of the statute by stating: “Nothing in this section shall affect rights, remedies, limitations, or defenses to copyright infringement, including fair use, under this title.”
 The effect of this statement, however, is questionable.

Secondly, Congress purposefully did not create liability for the act of circumventing technological protection measures designed to restrict the use of copyrighted works (DRM) as it did for the act of circumventing access-based TPM.
 Whereas both the act of circumvention of access-based TPM and the trafficking in devices designed primarily for circumvention of access-based TPM give rise to liability, then, only trafficking in devices primarily designed for circumvention of DRM gives rise to liability; the actual act of circumventing DRM does not. The rationale underlying this recognized difference between circumventing access-based TPM and circumventing DRM is that access to the work is unauthorized in the former while the latter presumptively involves authorized access, and “where the access is authorized, the traditional defenses to copyright infringement, including fair use, would be fully applicable.”
 Thus, the prohibition of the latter would penalize some instances of noninfringing conduct, such as fair use, while prohibition of the former would not.
 Congress, therefore, intentionally did not create liability for the act of circumventing DRM “because it sought to preserve the fair use rights of persons who had lawfully acquired a work.”
 This consideration, however, did not prevent Congress from prohibiting trafficking in devices primarily designed to circumvent DRM.

IV. Previous Constitutional Challenges to §1201(b) of the 
DMCA

Since its enactment, §1201(b) as well as the other two liability-creating components of the anti-circumvention provision of the DMCA have withstood a number of constitutional challenges. This has led commentators to conclude that the constitutionality of the whole of the anti-circumvention provision of the DMCA is a “well-settled issue.”
 One scholar has argued that due to the lack of success of constitutional litigation on matters surrounding copyright law generally, the best way to correct imbalances in the copyright balance that favor private interests over the public interest is through statutory construction as opposed to constitutional adjudication.
 Nevertheless, this Paper endeavors to put forth a new constitutional argument against one part of the anti-circumvention provision of the DMCA—§1201(b). 

The argument that this Paper makes is that there is a fundamental right to fair use that is protected by substantive due process and that §1201(b) of the DMCA is an unconstitutional deprivation of this right.
 While several of the previous constitutional challenges to the DMCA have attempted to assert that it violates fair use rights, none have grounded the right to fair use as a “fundamental right” protected by substantive due process. However, it is helpful to summarize these previous failed constitutional challenges to the DMCA that asserted fair use rights to see why they failed.

A. United State v. Elcom Ltd.

In United States v. Elcom, Ltd., the defendant, the manufacturer of a software program that enabled users to circumvent DRM use restrictions contained in files formatted for the Adobe eBook Reader, was charged with violation of §1201(b) the DMCA.
 The defendant raised a number of constitutional challenges to §1201(b) of the DMCA in its defense, all of which failed.
 Two of these constitutional challenges involved the assertion of fair use rights.

i. §1201(b) Burdens Substantially More Speech than is 

Necessary to Achieve the Government’s Objectives

In Elcom, the defendant asserted several First Amendment challenges to §1201(b) of the DMCA.
 First, the defendant argued that §1201(b) regulates computer code, a form of protectable speech under the First Amendment, that conveys a certain message—circumvention of DRM.
 Thus, §1201(b) is a content-based regulation, which must be “narrowly tailored” under the First Amendment.
 The defendant then offered two arguments to the effect that §1201(b) unduly burdened free speech, acceptance of which would warrant the conclusion that §1201(b) violates the First Amendment.


In response to this argument, the court first rejected defendant’s premise that §1201(b) of the DMCA is a content-based regulation.
 Instead, the Court held that, in light of §1201(b)’s primary purposes of furthering electronic commerce and protecting intellectual property rights, §1201(b) is a content-neutral regulation with only an incidental effect on First Amendment freedom of expression.
 As a result, the court applied only intermediate scrutiny, whereby a statute is constitutional so long as it “promotes a substantial government interest that would be achieved less effectively absent the regulation and the means chosen do not burden substantially more speech than is necessary to further the government’s legitimate interests.”
 This standard “allows some impingement on protected speech in order to achieve the legitimate governmental objective[s].”
 The asserted government objectives in Elcom were furthering electronic commerce and protecting intellectual property rights.


The defendant in Elcom argued that §1201(b) burdened more speech than necessary in two ways.
 First, the defendant argued that §1201(b)’s blanket ban on DRM-circumvention tools banned more tools than necessary to achieve the government’s interests because such tools “can serve legitimate purposes.”
 Secondly, the defendant argued that the DMCA swept too broadly insofar as it “effectively eliminates fair use, limits non-infringing uses and prevents access to material in the public domain and uncopyrightable material protected by ‘technological measures.’”
 With regards to this second argument, the court effectively rejected it as unsound, rebuffing all of its assertions concerning fair use, non-infringing uses, and public domain materials.
 Of particular importance to this Paper, the court argued that “the DMCA does not ‘eliminate’ fair use” although “[i]t may, however, become more difficult for such uses to occur with regard to technologically protected digital works.”
 With regards to the first undue burden argument, the court reasoned that prohibition of DRM-circumvention tools with legitimate purposes was “reasonably necessary” to the achievement of the legitimate governmental objectives.
 Thus, “the DMCA does not burden substantially more speech than is necessary to achieve the government’s asserted goals.”
 Furthermore, the court also rejected the defendant’s proposed less restrictive alternative of imposing more severe penalties for copyright infringement on the grounds that it would “not be as effective . . . as is banning the trafficking in or the marketing of the tools that allow piracy to thrive.”
 


ii. §1201(b) is Facially Overbroad by Violating the 
First Amendment Rights of Third Parties

Another First Amendment challenge that the defendant in Elcom mounted alleged that the DMCA was unconstitutionally overbroad because it infringed on the First Amendment rights of third parties in two ways.
 First, the DMCA “impairs the First Amendment right to access non-copyrighted works; and second, the statute precludes third parties from exercising their rights of fair use.”
 The court first rejected this challenge on the ground that First Amendment “facial attacks on overbreadth grounds are limited to situations in which the statute or regulation by its terms regulates spoken words or expressive conduct,” and the DMCA is content-neutral.
 
However, the court also went on to address this challenge on the merits, assuming that the two rights asserted were protected by the First Amendment, even though the court noted that that issue was not settled.
 The court went on to hold that even if the argument was properly raised, and even if these two rights were protected by the First Amendment, “the DMCA does not substantially impair those rights.”
 First, the court noted that the DMCA did not implicate any right to access non-copyrighted works because “the DMCA does not grant anyone exclusive rights in public domain works or otherwise non-copyrighted expression.”
 Secondly, the court reiterated its conclusion that “the DMCA does not eliminate fair use or substantially impair the fair use rights of anyone” even though “[t]he fair user may find it more difficult to engage in certain fair uses.”
 Also, the court held that even if the First Amendment protected the fair use “right” to make back-up copies, 

to the extent the DMCA impacts a lawful purchaser’s ‘right’ to make a back-up copy, or to space-shift that copy to another computer, the limited impairment of that one right does not significantly compromise or impair of [sic] the First Amendment rights of users so as to render the DMCA unconstitutionally overbroad.
 
In its hypothetical consideration of this facially overbroad challenge, the Elcom court did not explicitly state under what level of scrutiny it is operating. However, the court repeatedly uses the modifiers “substantial” and “significant” when discussing impairment of fair use rights. Additionally, the court is apparently willing to accept making certain fair uses difficult and placing limitations on the “right” to make a back-up copy and/or space-shift digital content. This demonstrates that the court was still operating under intermediate scrutiny in its purely hypothetical adjudication of this matter. 

B. Universal City Studios, Inc. v. Corley
In United States v. Corley, defendant, Eric Corley, posted on his website a copy of a computer software program called “DeCSS,” which allows users to circumvent the form of DRM protection for DVDS called CSS, mentioned earlier in this Paper.
 Eight major motion picture studios sued Corley for violating the DMCA.
 Like the defendant in Elcom, Corley unsuccessfully challenged the constitutionality of the DMCA on a number of grounds. Only one of the constitutional arguments that Corley made involved fair use rights.
Corley’s fair-use-based argument was that the DMCA is unconstitutional because fair use “is rooted in and required by both the Copyright Clause and the First Amendment,” and the DMCA “eliminates fair use.”
 The court labeled this claim “extravagant” and rejected it.
 After noting that “the Supreme Court has never held that fair use is constitutionally required, although some isolated statements in its opinions might be enlisted for such a requirement,” the court refused to address the issue of whether fair use is a constitutionally guaranteed right.
 Instead, the court held that the issues of whether a constitutional right to fair use exists and whether the DMCA might violate such a right were “far beyond the scope of this lawsuit.”
 
To support this conclusion, the court listed several reasons. First, the court noted that the case before it did not actually involve any disputed claims of fair use.
 Secondly, the court cited the district court’s conclusion that “the evidence as to the impact of the anti-trafficking provisions of the DMCA on prospective fair users is scanty and fails to adequately address the issue.”
 Third, the court argued that, whether fair use was a constitutional right or merely a statutory one, defendant had produced no evidence that such a right includes the right to copy DVDs in their original format.
 The court noted that the DMCA does not prevent other types of fair uses of DVD content besides digital copying, such as “commenting on [the DVD’s] content, quoting excerpts from [the DVD’s] screenplays,” or using analog devices to record the DVD content “by pointing a camera, a camcorder, or a microphone at a monitor as it displays the DVD movie.”
 According to the court, the existence of these other modes of making a fair use of a copyrighted DVD, absent proof that a constitutional right to fair use requires that the user be able to copy the DVD by “the fair user’s preferred technique or in the format of the original,” renders an effective prohibition of DVD copying constitutional.
 In this way, without addressing whether fair use is a constitutional guarantee or whether the DMCA violates such a constitutional guarantee, the court expressed its opinion that Congress could relegate fair use to technological inferiority if it so wished.
 Of course, the court did not specify under what level of judicial scrutiny such relegation would be permissible.
V. A Substantive Due Process Challenge to §1201(b) of the DMCA

A. Substantive Due Process Generally

“Substantive due process” is a constitutional theory that holds that the Due Process Clauses of the 5th and 14th amendments guarantee more than merely procedural safeguards against the deprivation of rights, but guarantee protection from government interference with certain substantive rights as well.
 The Due Process Clause of the Fifth Amendment holds that “[n]o person shall . . . be deprived of life, liberty, or property without due process of law.”
 According to substantive due process, “all fundamental rights comprised within the term liberty are protected by the Federal Constitution,”
 and if a right is “fundamental,” then any government action infringing upon it is subject to strict scrutiny,
 which means that the Government must prove that its interference is “necessary to achieve a compelling government purpose.”

Much of the controversy in cases involving substantive due process centers on whether a right is properly “fundamental.”
 The Ninth Amendment, which provides that “[t]he enumeration in the Constitution, of certain rights, shall not be construed to deny or disparage others retained by the people,”
 is typically understood to permit the Courts to recognize rights that are not found explicitly in the text of the Constitution as “fundamental rights” within the protection afforded by substantive due process.
 Thus, while the Court has held that many of the rights explicitly mentioned in the Constitution are “fundamental,” it has also held that a number of fundamental rights exist that receive no mention in the Constitution, such as the right to privacy, the right of access to the courts, and the right to procreate.
 However, courts are very reluctant to recognize rights not found in the Constitution as “fundamental” and thereby “expand the concept of substantive due process,” for recognition of a right as “fundamental” will “to a great extent, place the matter outside the arena of public debate and legislative action.”
 In other words, due to the severity of the limitation that recognition of a right as “fundamental” places on the government’s ability to interfere with that right, courts are hesitant to recognize simply any right as “fundamental.”
Consequently, the Court has developed a set of guidelines for determining when a right is “fundamental” and, as a consequence, protected by substantive due process. As Chief Justice Rehnquist has stated it, the issue is, first, whether the right or liberty interest at stake is “objectively, deeply rooted in this Nation’s history and tradition . . . and implicit in the concept of ordered liberty, such that neither liberty nor justice would exist if [it] were sacrificed.”
 In this way, “[o]ur Nation's history, legal traditions, and practices thus provide the crucial ‘guideposts for responsible decisionmaking’ that direct and restrain [the Court’s] exposition of the Due Process Clause.”
 The inquiry, therefore, into whether a right is a “fundamental right” protected by substantive due process is largely an historical, which asks whether the right is “deeply rooted in our legal tradition.”
 Secondly, Justice Rehnquist states that “a ‘careful description’ of the asserted fundamental liberty interest” is necessary before the Court will recognize it as a fundamental right protected by substantive due process.
 
B. A Substantive Due Process Challenge to §1201(b) of the 

DMCA Generally

§1201(b) of the DMCA, which prohibits trafficking in devices primarily designed to circumvent DRM,
 violates the fundamental constitutional right of lawful users of copyrighted materials to make fair use of those materials. A substantive due process challenge to §1201(b) of the DMCA requires proof of three elements: (1) The right to fair use is a “fundamental right;” (2) §1201(b) infringes on the fundamental right to fair use; (3) §1201(b) is not the least restrictive alternative to achieving the government’s compelling interests in protecting the rights of copyright owners and promoting electronic commerce.

C. The Right to Fair Use is a “Fundamental Right”


“Fair use is a copyright principle based on the belief that the public is entitled to freely use portions of copyrighted materials for purposes of commentary and criticism.”
 Currently, fair use is a statutory affirmative defense under the Copyright Act.
 The doctrine of fair use safeguards technical infringements of copyright owners’ exclusive rights “for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research” from giving rise to liability.
 Congress first codified the doctrine of fair use in the Copyright Act of 1976.
 However, prior to its codification, fair use was a common-law doctrine with a long history. As will be shown, the doctrine of fair use satisfies Justice Rehnquist’s formulation of a fundamental right.
 
In codifying the doctrine of fair use, the House Committee lauded the doctrine of fair use as “one of the most important and well-established limitations on the exclusive right of copyright owners” and noted that “there is ample case law recognizing the existence of the doctrine and applying it.”
 Recognizing the need for flexibility in copyright law in a world of rapid technological change, Congress maintained the imprecise balancing approach to fair use that had developed at common law when codifying the doctrine.
 The House Committee stated that “[b]eyond a very broad statutory explanation of what fair use is and some of the criteria applicable to it, the courts must be free to adapt the doctrine to particular situations on a case-by-case basis.”
 Thus, the current statutory codification of the fair use doctrine is rather sparse. It merely provides four factors, set forth in general terms, for courts to consider when determining whether an alleged infringement actually constitutes a fair use: 
(1) the purpose and character of the use, including whether such use is of a commercial nature or is for nonprofit educational purposes; (2) the nature of the copyrighted work; (3) the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and (4) the effect of the use upon the potential market for or value of the copyrighted work.

While this general and imprecise statutory language provides flexibility to courts in dealing with fair use cases, it has also received criticism as “quite subjective” and as failing to provide reliable guidance to users.
 Judge Learned Hand went so far as to describe the doctrine of fair use as “the most troublesome in the whole law of copyright.”



i. Fair Use is “Deeply Rooted in our Legal Tradition”


The current amorphous state of the fair use doctrine is reflective of how the doctrine came into being, for fair use “evolved by a process of accretion from holdings and dicta in a variety of contexts which, at the time, were not thought to represent a discrete doctrine within the body of copyright law.”
 The first identified application of a doctrine similar to modern fair use was in Gyles v. Wilcox, an English case from 1740, which deemed “fair abridgement” permissible.
 “Fair abridgement . . . concerns the shortening of a work into a smaller version of the same work.”
 In Gyles, Lord Chancellor Hardwicke held that “although otherwise an infringement, an abridgement that is ‘real and fair,’ i.e., one that does not merely colorably shorten the copyrighted work so as to evade infringement, will be excused from liability” because such abridgements involve “‘invention, learning, and judgment’ by the abridger . . . . and as such would promote the progress of science as did the original.”
 Twelve years later, in Tonson v. Walker, an English court rejected the defense of fair abridgement for the first time, finding, after comparing the amount of material the defendant abridged from the plaintiff and the amount of material that the abridger added, that the fair abridgement defense was “a mere evasion.”
 

The first recorded truly proper ‘fair use’ case was Cary v. Kearsley in 1803.
 In that case, Lord Ellenborough summed-up the budding doctrine of fair use by stating:
That part of the work of one author is found in another, is not of itself piracy, or sufficient to support an action; a man may fairly adopt part of the work of another; he may so make use of another’s labours for the promotion of science, and the benefit of the public; but having done so, the question will be, Was the matter so taken used fairly with view, and without what I may term the animus furandi [bad faith]?

However, the first truly comprehensive formulation of the fair use balancing test, which arguably survives today in the form of 17 U.S.C. §107,
 did not appear until 1843 in the United States in Folsom v. Marsh.
 In Folsom, Justice Story  advocated the fact-intensive inquiry that is characteristic of fair use adjudication today, noting that questions of copyright infringement: 
often depend upon a nice balance of the comparative use made in one of the materials of the other; the nature, extent, and value of the materials thus used; the objects of each work; and the degree to which each writer may be fairly presumed to have resorted to the same common sources of information, or to have exercised the same common diligence in the selection and arrangement of the materials.

What is important for purposes of this Paper is that in setting forth this balancing test for fair use adjudication, Justice Story referenced the English law of fair abridgements and even cited to Gyles v. Wilcox as support for his reasoning.
 From that point on, the doctrine of fair use developed throughout U.S. case law up until its codification in 1976.


Thus, the modern statutory conception of fair use reaches as far back as 1740 in England, before the founding of the United States. The United States’s adoption of English common law directly incorporated the evolving doctrine of fair use. The doctrine of fair use, consequently, is as deeply rooted in our legal history and tradition as it possibly can be, for it is as old as our very Nation itself.


ii. Fair Use is “Implicit in the Concept of Ordered 

Liberty”

Furthermore, the long legal tradition that the fair use doctrine has enjoyed in the United States takes on an even greater degree of importance when one considers the role that it plays in our constitutional scheme. As discussed earlier,
 copyright law has its source in the Constitution and exists for the primary purpose of benefiting the public.
 The doctrine of fair use has played a role in achieving the public benefits of copyright law almost since copyright law’s inception.
 “[O]ur society has rarely been content with a complete monopoly in copyright because it clearly contradicts the requirements of discussion and analysis that must prevail in a democracy.”
 The doctrine of fair use protects the “countervailing interest in free discussion” that copyright protection potentially threatens.
 The Supreme Court has recognized this function of the doctrine of fair use on multiple occasions. 
In Campbell v. Acuff-Rose Music, Justice Souter, writing for the majority of the Court, wrote that “[f]rom the infancy of copyright protection, some opportunity for fair use of copyrighted materials has been thought necessary to fulfill copyright's very purpose, ‘to promote the Progress of Science and useful Arts.’”
 More recently, in Eldred v. Ashcroft, Justice Ginsburg, writing for the majority, described the fair use doctrine and the idea/expression dichotomy as “built-in First Amendment accommodations,” which prevent copyright law from infringing on freedom of expression.
 Justice Ginsburg then went on to insinuate that had Congress altered these “traditional contours of copyright protection,” the plaintiffs’ claim that further First Amendment scrutiny of the challenged Copyright Term Extension Act would have been necessary.
 Not only does the fair use doctrine function to ensure the constitutionally mandated balance between private and public interests in copyright law, then, but it also ensures copyright law’s compatibility with the First Amendment.
 Consequently, “neither liberty nor justice would exist if [the fair use doctrine] were sacrificed,”
 for such a sacrifice would impair both the ability of copyright law to achieve its constitutional mandate to balance private and public interests as well as its compatibility with First Amendment freedom of expression.
In light of the long legal tradition in the United States of recognizing the doctrine of fair use as well as the fair use doctrine’s well-established position in the constitutional copyright scheme, it is by no means a stretch to recognize fair use as a “fundamental right” protected by substantive due process. The doctrine of fair use is “objectively, deeply rooted in this Nation’s history and tradition . . . and implicit in the concept of ordered liberty, such that neither liberty nor justice would exist if [it] were sacrificed.”


iii. Fair Use is Sufficiently Carefully Described

According to Chief Justice Rehnquist’s opinion in Washington v. Glucksberg, such a solid grounding in the Nation’s legal tradition and the concept of liberty is not enough to determine whether a right is fundamental.
 Additionally, a right must be “a ‘careful description’ of the asserted fundamental liberty interest” before the Court will recognize it as a fundamental right protected by substantive due process.
 However, Rehnquist says nothing more of this requirement, and the cases to which he cites in support of the proposition provide little guidance on the issue beyond stating that “the doctrine of judicial self-restraint requires us to exercise the utmost care whenever we are asked to break new ground in this field.”
 Presumably, this requirement reflects the Court’s separation of powers concerns in the sphere of substantive due process and its hesitance to recognize rights as fundamental that are so broad so as to impair the functioning of the legislature beyond the limitations on Congress set forth in the Constitution. The Court expresses this concern in Bowers v. Hardwick, stating that “[t]here should be, therefore, great resistance to expand the substantive reach of [Due Process], particularly if it requires redefining the category of rights deemed to be fundamental. Otherwise, the Judiciary necessarily takes to itself further authority to govern the country without express constitutional authority.”

Judicial recognition of the doctrine of fair use as a fundamental right does not implicate these concerns, however. A number of reasons support the conclusion that the doctrine of fair use is sufficiently carefully described. First, 17 U.S.C. §107 sets forth the doctrine of fair use.
 While this codification of the doctrine has received criticism to the effect that it is vague and imprecise,
 there is no historical evidence that the fair use doctrine has appreciably diminished copyright protection to date. If anything, history shows the reverse: “In the last 30 years, both the size of the copyright statute and the amount of protection it provides have grown by leaps and bounds.”
 Thus, any suggestion that the doctrine of fair use is so broad as to inhibit copyright protection is simply not grounded in fact. Experience proves that, if anything, the effectiveness of the fair use doctrine has diminished over time. Moreover, over a century of case law exists that serves to provide further definition to the contours of the fair use doctrine.
Secondly, the separation of powers concern expressed in Bowers is not present in the case of fair use. The codification of the fair use doctrine in 1976 was a legislative acceptance and confirmation of the pre-existing right of fair use.
 Under this view, were the Court to recognize fair use as a fundamental right, then, instead of usurping and impinging upon the legislative function, it would be echoing the wishes of the legislature. That is, the 1976 codification of the fair use doctrine is evidence for the existence of a right “objectively, deeply rooted in this Nation’s history and tradition.”
 

Thus, in addition to being objectively rooted in our Nation’s legal tradition and implicitly necessary in our constitutional scheme, the doctrine of fair use satisfies the “careful description” requirement that Rehnquist imposes in Washington as well.
 Recognition of the right to make fair use of copyrighted works would not be a judicial usurpation of power; rather, it would give effect to a right deeply ingrained in the Nation’s constitutional tradition.

D. §1201(b) Infringes on the Fundamental Right to 

Fair Use


Having determined that a fundamental right exists, the next step in the analysis of substantive due process claims asks whether the government has indeed infringed upon that fundamental right.
 §1201(b) of the DMCA infringes on the fundamental right to fair use by banning the sale of all circumvention devices. Support for this claim is present in the very text of the judicial decisions that rejected the previous constitutional challenges to §1201(b) of the DMCA.
 In United States v. Elcom Ltd., the court conceded that “certain fair uses may become more difficult” as a result of §1201(b).
 Likewise, in 321 Studios v. Metro Goldwyn Mayer Studios, Inc., a case that reiterated one of the constitutional challenges present in Elcom,
 the court noted that although copying is still possible under the DMCA, it “will not be as easy, as exact, or as digitally manipulable as plaintiff desires.” 
 The court in 321 Studios regarded these as “burdens concededly imposed by the DMCA.”
 
In Elcom and 321 Studios, however, the courts upheld the anti-circumvention provision of the DMCA as constitutional because they only applied intermediate scrutiny, for the defendant in both cases asserted unconstitutional violations of fair use rights only as part of broader First Amendment challenges.
 Asserting that the DMCA violates fair use rights in the context of First Amendment freedom of expression allowed the court to predicate the level of scrutiny it applied on its determination of whether the DMCA was a content-based regulation or was content-neutral.
 Finding that the DMCA is content-neutral, the court applied intermediate scrutiny, which “allows some impingement on protected speech in order to achieve the legitimate government objective.”
 This allowed the court to uphold the constitutionality of the DMCA while still finding that it interfered with the exercise of fair use rights. That is, while the court did not deem the DMCA to “substantially impair” the right to fair use, it did recognize that the DMCA infringed the right to fair use to some extent.
 
The problem that the courts in Elcom and 321 Studios recognized is that users of copyrighted works will not be able to turn to the market to acquire tools to circumvent the DRM that prevents them from making fair uses even though Congress recognized that circumvention in DRM for fair uses ought to remain legal and did not prohibit it.
 Instead, lawful users of copyrighted works wishing to make fair uses of works that require copying of those works will either have to circumvent the DRM themselves or resort to unconventional copying techniques, such as pointing a camcorder at a monitor displaying the contents of a DVD.
 The former option is only available to a very limited number of people—those with the technological sophistication necessary to circumvent professional quality DRM. The latter option results in a decrease in copy quality as well as a decrease in the ability to manipulate the resulting copy. It is true that this latter option preserves the ability to make fair use, but that does not counteract the fact that the existing law has placed a burden, albeit not a completely disabling one, on the right to make fair use of copyrighted works. A burden on a fundamental right is no less a burden because it does not completely destroy the right.

E. §1201(b) is not the Least Restrictive Alternative


Having established that fair use is a fundamental right and that §1201(b) infringes that right, the next step in substantive due process analysis is to apply strict scrutiny.
 Strict scrutiny requires that “the government must justify its interference [with the fundamental right] by proving that its action is necessary to achieve a compelling government purpose.”
 The two government interests that the courts have recognized the DMCA as furthering are protecting intellectual property rights and promoting electronic commerce.
 While it is arguable whether promoting electronic commerce is a “compelling” government objective, protecting intellectual property rights most certainly is in light of the Constitution’s Intellectual Property Clause.
 For the sake of argument, I will assume that promoting electronic commerce is a compelling government objective as well, for it is the requirement that the infringement on the fundamental right be necessary to achieving the government objectives where §1201(b) fails strict scrutiny. 

The question thus becomes whether §1201(b) of the DMCA is “necessary” to achieve either of these two asserted government interests.
 “This requires that the government prove that it could not attain the goal through any means less restrictive of the right.”
 As was the case with the issue of whether §1201(b) infringed on the right to fair use, language from a judicial decision involving prior constitutional challenges to the DMCA once again concedes this point. In United States v. Elcom Ltd., the court clearly states “Congress certainly could have approached the problem by targeting the infringers, rather than those who traffic in the tools that enable the infringement to occur” and solved the problem by enacting more severe penalties for infringement.
 Under intermediate scrutiny, the Elcom court rejected this alternative because it “may not be as effective . . . as is banning the trafficking in or the marketing of the tools that allow privacy to thrive.”
 However, if the right to fair use is a fundamental right, strict scrutiny applies and requires the least restrictive alternative. Thus, having established that the right to fair use is a fundamental right and asserting that §1201(b) violates that right, a substantive due process challenge can succeed where the First Amendment challenge in Elcom failed. Under strict scrutiny, it is no defense to claim that the proposed alternative may be less effective than the challenged government action; rather, the proposed alternative would have to be ineffective to allow the challenged government action to survive strict scrutiny. Thus, the Elcom court’s concession that Congress could have enacted harsher penalties to achieve its twin aims of protecting intellectual property and promoting electronic commerce essentially concedes that §1201(b) of the DMCA does not survive strict scrutiny. As such, it is unconstitutional.
VI. Conclusion


This Paper has argued that §1201(b) of the DMCA is an unconstitutional violation of substantive due process because it infringes upon the fundamental constitutional right to make fair uses of copyrighted works. The major advantage that grounding the right to fair use in substantive due process has over the previous constitutional challenges mounted against the anti-circumvention provision of the DMCA is that it requires the courts to apply strict scrutiny whereas the previous constitutional challenges, by grounding the right to fair use in the Fist Amendment, required only intermediate scrutiny. Under strict scrutiny, §1201(b) of the DMCA is an unconstitutional burden on the fundamental right to fair use.
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