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I. INTRODUCTION

Websites like MySpace, Friendster, and Facebook have become a cultural phenomenon. These sites provide anyone who has access to the internet the ability to search for millions of people by name, age, area or interest. MySpace alone had 28 million visitors in December 2005.
 The goal of these sites is to foster an internet community that allows people to communicate in a variety of ways, whether it is posting comments for friend, writing an online blog, or posting pictures. With sites like these and the general expansion of the internet’s communicative powers, however, comes potential for abuses. 

In March 2006, six men were arrested in Boulder, Colorado after raping a woman that they met through MySpace. The victim had never met these men outside the internet; she was only acquainted with them through seeing their pictures and knowing their first names on MySpace.
 In this case, MySpace was merely the catalyst for the illegal conduct that took place outside of the internet and was punishable with normal laws. The question then arises: what happens when inappropriate conduct takes place exclusively on the internet and never enters the “real world”? If conduct that would be considered stalking or harassment if it took place outside the internet be considered the same when it happens only on the internet? Is there more leeway regarding the internet considering the anonymous nature of the forum or is the feeling of invulnerability on the other side the screen an illusion that requires some type of accountability for those who harass and abuse other users?  


Current sexual harassment laws are not fit to deal with the burgeoning harassment taking place on the internet.  In the internet world, anonymity and lack of proximity make it easy for people to harass victims without fear of legal ramifications.  Internet harassment can become more damaging than conventional harassment, because the internet allows people to quickly and easily disseminate derogatory material to potentially limitless amounts of people. The nature of the internet also encourages these harassment incidents to escalate into dangerous situations, as it is easy for perpetrators to locate and lure unsuspecting victims. 


This paper will examine the current legislative and judicial responses to sexual harassment on the internet. It will also look at what tort principles can be applied to internet harassment. This paper will look at the ramifications of harassment laws on fist amendment rights and consider whether there should be enforcement of laws restricting speech on the internet, as it is generally deemed a public forum. 

II. WHAT IS SEXUAL HARASSMENT?


Sexual harassment can encompass a number of areas and can range from constant emailing to actual stalking and physical assault. The legal definition of harassment is “a course of conduct directed at a specific person that causes substantial emotional distress in such person and serves no legitimate purpose” or “words, gestures, and actions which tend to annoy, alarm and abuse (verbally) another person.”
 While this is a general notion of what harassment is, its nature can change depending on the situation in which it arises or depending on the laws that are being used to punish it. 

A. Sexual Harassment and Title VII

The most common type of sexual harassment occurs in the workplace and is defined by Title VII. A Quid pro Quo case is where a supervisor conditions employment or advancement on sexual favors.
 These cases are fairly straight forward and do not usually relate to internet harassment. The second type of workplace harassment defined under Title VII is a hostile environment.
 This harassment can include sexual innuendoes, offensive touching, rude gestures, and posting of obscene pictures. For this claim to be successful the harassment needs to be repeated, and the plaintiff needs to show that the employer ignored the complaints. If the employer takes action to stop the harassment in the workplace, this evidence may be used to mitigate the damages. 

B. Sexual Harassment and Tort Claims

Harassment claims may also be brought under a number of tort doctrines. A tort is a “legal wrong committed upon the person or property independent of a contract.”
 Even though harassment on the internet could be brought under a number of tort claims the most likely for success would be claims falling under the category of intentional torts, which includes defamation, invasion of privacy, or intentional infliction of emotional distress.
 To show intent a plaintiff must prove that there were foreseeable recipients of the challenged communication.
 This could be a challenging claim to prove for certain types of internet communications, such as bulletin board postings and postings on websites that are not directed at the plaintiff or any general public area of the internet. 


For the plaintiff to prove a case of assault no actual contact needs to have taken place, instead the plaintiff only needs to have been placed in apprehension that an imminent harmful contact would occur.
 A claim of assault rests on whether the plaintiff is having a mental or emotional injury rather than a physical one. The requirement of actual apprehension in assault cases makes assault a difficult claim to prove based on internet communications, and it illustrates one of the issues with harassment online. 

With the anonymity of the internet it is hard to prove that a person would have apprehension of harmful contact.  Anonymity leads many users to feel untouchable on the internet; there is a general idea that anything that goes on in cyberspace will stay there. As the internet expands, however, the ability to locate the people you are making contact with is becoming easier.  Therefore a claim that someone was placed in “imminent apprehension” of harm after a threat is made on the internet will become more viable.  

While assault may be a viable tort recourse for victims of internet sexual harassment, victims are not likely to be able to rely on battery. Battery requires that the perpetrator make actual contact with the victim and that the contact be made without the consent of the victim. The requirement for physical contact makes it unlikely that this will be applied to any type of harassment that takes place solely on the internet.
 


Intentional infliction of emotional distress is found where “one who, by extreme and outrageous conduct, intentionally or recklessly causes severe emotional distress to another, is subject to liability for such emotional distress and if bodily harm results from it, for such bodily harm.”
 Liability for this claim is very hard to establish. The plaintiff must establish the intention, the act, the injury, and finally the causation. 

Most of the difficulties in bringing such a claim arises  with intention, as juries are only able to find liability for behavior that is so obnoxious, rude, and gratuitously cruel as to go beyond all claims of decency.
 This requirement is so stringent that not even off-color sexual innuendoes meet the standard.
 However, claims have been held up where a bill collector has sent harassing letters and called at all times of the night, which could be analogous to severe harassment on the net.
 

This is an area where common law doctrines need to catch up to a changing landscape, especially in regards to technology. Analyzing the internet and its capabilities, an argument can be made that the ability of information to reach a large audience instantaneously should make the stringent requirements for this doctrine easier to meet, as violations have the chance for much greater harm. Courts, however, have been reluctant to change any common law torts.  

Defamation and libel can also be potential weapons for victims of online sexual harassment. The doctrine of defamation shifts the focus from a physical injury to a loss of reputation. Defamation uniformly requires the publication of the defamatory statement to some third person, whether it is by spoken or written word, or by gesture, picture or action.
 This would encompass all postings on the internet besides messages that are sent directly to the victim, making this a particularly powerful tort for online sexual harassment. The key element for defamation is damage to reputation. The plaintiff does not even need to be directly aware of the statements as long as damage to reputation can be established.

One possible stumbling block for victims of sexual harassment is that in cases of defamation on the internet it has been hard for the victims to hold the providers liable unless they “knew or had reason to know” of the defamatory statements.
 This is a problem because often the publisher of the claims can remain completely anonymous and the only course of action is against the web host. It is also a safe assumption that, if providers are held to a higher standard, derogatory or harassing messages will have a harder time finding a home. 

The court in Stratton Oakmont, Inc. and Daniel Porush v. Prodigy Services, Co. found in favor of the plaintiff for defamation, holding that Prodigy was the “publisher” of the alleged libelous statements. In this case an anonymous poster on Prodigy’s website made false claims about an investor. The court found that Prodigy opened itself up for liability by claiming to its members that it controlled the content that was posted on its bulletin boards and second its guidelines stated that these controls were implemented through automatic screening program. The court determined that “the simple fact that Prodigy has uniquely arrogated to itself the role of determining what is proper for its members to post and read on its bulletin board” was enough to hold them liable.
 

This precedent was controversial because, while it allowed for liability in this case, it based finding fault on the fact that the company attempted to limit obscene and objectionable material. Congress also found this objectionable and passed legislation to overrule this case. 47 U.S.C.A. § 230 states that: 

No provider or user of an interactive computer service shall be held liable on account of (a) any action voluntarily taken in good faith to restrict access to or availability or material that the provider or user considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise objectionable, whether or not such material is constitutionally protected.

With this legislation, Congress prevented future claims of sexual harassment by severely limiting claims against providers.    

This situation demonstrates the difficulty in finding a solution to harassment on the internet. With the Prodigy case, the court found liability against a provider, something which would initially seem like a powerful tool in deterring sexual harassment. At the same time, however, the courts reasoning actually disincentives providers from curtailing harassing messages on their websites. The court should have based liability on a provider’s lack of action, and allowed providers who attempted to or succeeded in setting up programs to screen objectionable content an affirmative defense against liability. 


Plaintiffs have also brought actions against internet providers and individuals for making negligent false statements that the plaintiff relied on to his detriment. In Daniel v. Dow Jones, Inc., the court held that no different analysis was necessary for any “established means” of communications, which would most assuredly encompass the internet today.
 It would reason that courts could use similar analysis when looking at sexual harassment claims based on negligence theory. 

C. Affirmative Defenses for Tort-Based Sexual Harassment


The affirmative defenses that could be used in a harassment case are consent and assumption of risk. If a defendant can show that that an accuser responded to any communications or did not relay that the advances were unwarranted he might be able to use the defense of consent. Some users have even asserted that women using the internet accept the risk that they might be harassed, stalked, or offended. The theory goes that use of chat lines and newsgroups and more accurately singles pages invites harassment and that warning pages on these sites lets people know of potential harassment
. It could be argued that when women put up pages on MySpace they are assuming the risk that they might receive harassing messages, especially when these pages contain revealing photographs or other personal information. 

III. CRIMINAL STATUTES AND INTERNET HARASSMENT

In the last ten years states have become much more proactive in enacting statutes that incorporate the internet into harassment laws. In 1996 only three states had established laws that incorporated crimes on the internet.  Today forty-five states have enacted online harassment laws.
 With the increased responses by state legislatures, victims of internet harassment have an additional avenue to address their claims.
  

The Iowa statute, for example, states that a person commits harassment when: with the intent to intimidate annoy or alarm another person the person communicates with another by telephone, telegraph, writing or via electronic communication without legitimate purpose and in a manner likely to cause the other person annoyance or harm.
 This definition encompasses both subjective and objective tests to determine if harassment has occurred. There is a subjective requirement where the harasser has to have “intent” and an objective requirement where the person “is likely to cause the other person annoyance or harm.”
 The Iowa statute, however, is vague in what actually constitutes harassment and leaves a lot to the discretion of the court. The only guidance it provides is stating that that act must be “likely to cause the other person annoyance or harm” as the only standard for determining harassment. This statute leaves it up to the court to determine what constitutes harassment.   

Illinois’s statute, on the other hand, is much clearer about what constitutes cyberstalking and clearly defines the offense. It states: 

A person commits cyberstalking when he or she, knowingly and without lawful justification, on at least 2 separate occasions, harasses another person through the use of electronic communication and: (1) at any time transmits a threat of immediate or future bodily harm, sexual assault, confinement, or restraint and the treat is directed towards that person or a family member of that person or (2) places that person or a family member of that person in reasonable apprehension of immediate or future bodily harm, sexual assault, confinement, or restraint.
 

Illinois gives very clear guidelines on what constitutes harassment, leaving little room for confusion in the eyes of the court. This statute gives much clearer guidelines to law enforcement on what is enforceable and how to go about determining what constitutes harassment to a potential victim.  The Illinois statute, unlike the Iowa statute, provides the guidance that courts need and future legislation should look to this statute for guidance.  


There is no current federal law in place for harassment on the internet. There was an attempt to extend the communications act to any telecommunication device in the Communications Decency Act in 1996. This act would have imposed criminal liability on anyone who threatens harasses or abuses anyone over the internet. The Supreme Court, however, overturned this extension in Reno v. American Civil Liberties Union.
 The Court determined that extended the communications act in this way  violated the free speech provisions of the first amendment, because the statute did not allow parents to decide for themselves what material were acceptable for their children and extended to non-commercial speech making it overbroad. Even though the main sections of this statute dealt with minors it still was an important decision regarding potential laws dealing with curtailing speech on the internet.  Another federal bill was introduced in the Senate, the Federal CyberStalking Bill, but it is now on hold after the author left the Senate. 

IV. PERSONAL JURISDICTION ISSUES


As with any legislation that deals with conduct taking place on the internet there is bound to be a number of personal jurisdiction issues. It is probable that harassing a person in a state will provide enough minimum contacts to bring the defendant under jurisdiction where the harassment takes place and is filed. For the defendant to be subject to personal jurisdiction, they need to have the knowledge that their messages will be published in the state. With the nature of the internet as far-reaching, this standard  may allow jurisdiction in any state. There is a much larger problem for any harassment that would take place internationally, however, as enforcement of any court decision would be almost impossible. 

V. PROBLEMS WITH BRICK AND MORTAR LAWS BEING APPLIED TO THE INTERNET: ANALYSIS OF CURRENT LAWS AND THEIR EFFECT ON INTERNET HARASSMENT.

A. Employment Cases


Workplace sexual harassment can take place over internet chat lines or via email, causing new problems in how to apply Title VII laws. For an employee to prevail under a Title VII third-party hostile work environment claim they need to show that they were subjected to conduct of a sexual nature, that the conduct was unwelcome, and that it was severe and pervasive enough to alter the condition of employment.
 Internet sexual harassment situations present different issues than traditional notions of harassment, and the question is can you apply traditional work harassment laws to an event that takes place solely because of the internet and with no prompting from an employer? 

One point that has become an issue with the widespread use of the internet in public libraries is whether employers can be held liable when employees of the library are exposed to pornography.
 The American Civil Liberties Union (ACLU) states on their website that libraries that do not use blocking software will not be held liable for sexual harassment in the library.
 The ACLU states that sexual harassment laws only apply to employees and not to patrons.  The remote chance that a patron would expose an employee to pornographic images does not constitute harassment. This issue again raises the question about what balance needs to take place between individuals’ freedom to search on the internet and the importance of keeping victims protected from harassment. The ACLU contends that blocking software is by its nature over intrusive and will keep people from legitimately helpful websites. 


Another example of issues with workplace internet sexual harassment is found in Blakey v. Continental Airlines. In this case, messages posted by employees on a work related internet site gave rise to employer liability for a hostile workplace sexual harassment claim.
 The plaintiff worked for Continental Airlines since 1984 and was a highly qualified commercial pilot. According to the plaintiff, in 1991 she began to file systematic complaints about male co-workers, specifically complaining about pornographic photographs and vulgar gender-based comments directed at her that appeared in the workplace. In 1993, the plaintiff filed a sexual harassment suit under Title VII. 

In the midst of this litigation her employers continued to publish a series of gender-based messages some of which she alleged were false and defamatory. In a four-month period in 1995 a number of male employees posted insulting remarks about Blakey on the pilot’s on-line computer bulletin board. This bulletin board was accessible to all Continental Pilots and crew members.  The maintenance and running of the message board and the whole Continental Airlines webpage, however, was outsourced to another company. Continental Airlines argued that it could not be held responsible for the messages on this website because the harassment was not taking place under their roof and therefore did not fall under Title VII. However the court found that although an electronic bulletin board might not have physical location within an airport terminal, hanger, or aircraft, it might nonetheless have been so closely related to workplace environment and beneficial to the employer that continuation of harassment on the forum should be regarded as part of the workplace and that the employer had a duty to remedy the harassment.
 


 The court analogized the bulletin board on the internet to a regular bulletin board in an office, noting that on a physical bulletin board an employer would have a duty to remedy any sexual harassment taking place. This begs the question about what you do if you stretch the forum out, and instead of taking place on the official office message board it takes place on a private message board but one that is still used exclusively by Continental employees? Will the employer still have a duty to take action or is this situation more analogous to employees conversing in their homes? 

Drawing these lines is one of the problems that faces courts and lawmakers when drafting laws to fit the internet. It has become common to want to analogize the situation to one that takes place in the brick and mortar world and then make a decision on the cyber harassment based on how it would turn out in the “real world” situation. The problem with this approach is that the internet acts on a whole different level than information being spread in the real world. Every employee who was able to post a message on the official Continental Airlines webpage, for example, had the potential to reach an even larger audience by posting his or her message to a public website where his or her message will not be confined to only Continental employees. How is the court to deal with this situation when it arises, because the analogies start to stretch very thin the more internet mediums they apply these principles to?

The answer here might lie in the distinction that Continental Airlines had the power to shut down the message board on their own site and that they have no such power in a public site and that on a public site employees’ First Amendment rights become much more meaningful. This seems unfair to the employee being harassed as the same damage and uncomfortable work environment is being applied as before, but now there is no legal redress under Title VII. In such a situation, a person’s ability to seek redress through civil claims become essential. The need for tort claims to adapt to the problems of the internet is clear.  

B. Non-Employment Cases


In U.S. v. Baker a student at the University of Michigan wrote stories for a sex stories newsgroup.
 Baker’s stories revolved around very violent themes, including rape, torture, and murder. In one of these stories Baker wrote about one of his classmates at the University of Michigan. This student was made aware of the story through a friend and contacted the University. Baker was later arrested for both the bulletin board posting and emails he had exchanged with an internet acquaintance discussing raping women and girls. Baker argued that his words and stories were pure fantasy and the fact that a real name was used did not make it any less of a fantasy. The court eventually dismissed the case after determining that Baker’s messages posed no real threat to the student. 


This case polarizes many of the issues regarding sexual harassment on the internet. On one side you have people that say freedom of speech should allow people to express themselves and that this should not be curtailed even when someone is discussing actual people in public forums. On the other hand there is an argument that when you write words you are moving beyond mere fantasy or free speech, especially where you are affecting another person. Baker sent detailed plans on how to kidnap real people. One could argue that if this does not pose a real threat then little will. Is the only kind of harassment that should be punishable by what is sent directly to a plaintiff via email? Should any public posting whether it be on bulletin boards or web pages like MySpace be free of constraints because it amounts to free speech? There needs to be a balance and a clear line needs to be drawn between someone’s right to free speech and another person’s right not to be harassed either directly or indirectly through the internet. 

VI. Recommended Changes


There is no doubt that harassment online needs to be curbed and there needs to be a way to find some liability with those who blatantly abuse the internet to harass women. States have come a long way in incorporating online harassment laws into their books to make sure that there is redress for these egregious examples. However issues remain in the gray area of determining what should truly constitute harassment in an online environment. 

There is an argument that the internet should provide people more leeway in their actions because of the nature of the forum, that being its anonymous and less threatening persona. When someone is talking online or posting things online there is often a much freer attitude about what someone will say and do, this feeling is a natural extension of the freedom the internet provides. There is a feeling of invulnerability in cyberspace; a feeling often experienced by both the person receiving messages and the one leaving them. This phenomenon can lead to messages that would be intolerable in the real world having little or no meaning on the internet. 

However, the argument can be made for the almost the exact opposite reaction. The internet allows for such a large distribution of information for such a cheap price that harassment online can be much more harmful than anything said in the real world between people. In addition, the feeling of security and anonymity in the internet is a false one; if anything the internet makes it easier to look find people and to potentially have horrific results like the aforementioned tragedy that happened in Boulder, Colorado.


Even in the past five years, the internet has evolved to a much more dangerous entity for potential harassment. In the past the notion of invulnerability and anonymity behind your computer screen was much more accurate, but as the internet has become more and more prolific so has the danger. Due to the much larger volume of avenues for discourse, the dangers of serious harassment have also increased. 


The solutions to harassment on the internet must come from a number of sources. First states enacting laws encompassing harassment online is essential. Laws should be narrowly tailored, like the Illinois statute that gives specific criteria for what will establish harassment. This allows for a much more efficient enforcement of the law. Secondly, tort laws should be applied to the internet and common law doctrines should be adapted to the new technology. Courts applying these doctrines to harassment cases online will allow victims that are in many instances suffering the same consequences as people being harassed in the real world an opportunity to have redress. 


Providers of these services themselves should be more proactive. While many services already provide a grievance center to remove potentially harmful and harassing language from their websites it should become commonplace for this to be an option. Sites like Facebook and MySpace have become much more active in curtailing abusive conduct on their sites after a number of incidents involving stalking, or attempts to meet underage children, however complete policing of sites like this is impossible. 


Finally, the internet is unique in that people can curb potential harm by being smart and knowledgeable about the dangers that occur on the internet. People have to be aware of who they give out their information to and what persona they put on the internet. People have the potential to be harassed on the internet regardless of the information they give out or the contacts they make, however, and in these cases it is important that there be some redress for the person, whether criminal or civil. 

VII. Conclusion 


Online stalking and harassing is a growing problem on the internet. Almost every state has realized this and taken action by enacting legislation while courts have tried to apply common law doctrines to these new situations. These steps are a good start but more needs to be done to clearly define the issue and take action to curb potential abuse of the internet that can have seriously adverse affects on victims. 
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