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Introduction, Basics, Goals, Options and Overview
Introduction

The Cyberlaw Writing Tutorial, 91:513, is as the title suggests, a “tutorial.” So what’s a tutorial? It’s kind of a cross between a seminar and independent study. There is greater flexibility for both instructor and students in terms of what is done and how it is done—an opportunity for experimentation—subject to some administrative requirements regarding contact hours (group and one-on-one), writing credits, and grading.
In this tutorial, the experimentation involves learning theory (more student discovery, less content and control from the Instructor; more application, less memorization), and content (the full sweep of cyber phenomena’s impact). The Tutorial will begin with students’ individual and group identification and discussion of cyber phenomena (explained below). As a writing Tutorial, each student will research and write a research paper of proposals for the resolution of the policy and legal issues raised by an individual or category of cyber phenomena. The semester will close with  group discussion of those papers. (Additional possibilities might include the Instructor or students providing brief videos addressing issues; visitors to class (either in person or via pre-recorded videos or live Skype interviews; with lawyers handling related issues; or entrepreneurs or other local business persons dealing with cyber challenges and opportunities); or even visits to local facilities.)
The experience will serve, in part, to simulate what a lawyer confronts when first encountering the legal challenges of a new area of law, or an unfamiliar industry. How does one undertake the quick study that establishes a sufficient familiarization with a large body of facts, issues, and law that you know what you know, what you don’t know, and how to find the answers (or the specialists who know them); and how to best serve a new client who may be clueless regarding all of the above?
There are many ways this Tutorial could proceed consistent with its “Goals,” below. The Instructor is open to (but not bound by) students’ additional suggestions and requests.
The Basics

Meeting Times

The Tutorial is scheduled to meet in Boyd Law Building, Room 125, Thursdays and Fridays during the Fall 2013 Semester, August 29 through December 6 (excepting November 28 and 29), from 10:20-11:20 a.m. (NOTE EXCEPTION: On October 4, 2013, we will meet in Rom 145A.) There will be substitution of one-on-one meetings for some of those group meetings (which will, of course, be arranged and announced in advance), but that’s when the Tutorial can meet as a group.
Casebook

The casebook for the Tutorial is Bellia, Berman, Frischmann and Post, Cyberlaw: Problems of Policy and Jurisprudence in the Information Age (4th edition, Thomson Reuters/West, 2011). There will be assigned readings in this book, described below. (If you would find a pdf of its table of contents useful as a separate document, you can find it here: http://www.nicholasjohnson.org/CEL2013/Casebook-4th-TOC.pdf .)

The casebook will also serve as our basic, designated shared resource.
That is, (a) although there will be  assigned readings, and (b) a good deal of the book contains basic legal material students will need to know during their professional careers (say, 2014-2064), (c) so it is a good reference work to buy and keep, (d) another function it will serve in this Tutorial is as a shared collection of materials. That way we’ll all be on the same page (so to speak), when (e) students are doing the individual, independent research related to the writing of their research papers, and when preparing the limited reading assignments for others prior to the presentation of those papers.
In short, students will need to familiarize themselves with the contents of the book in a general sense (as they would in practice when confronting a new field), and then refer to such portions as are believed to be relevant and useful for (a) research and citations (when writing), and (b) students’ reading assignments (prior to presenting papers).
The separate document containing the casebook’s table of contents is a handy reference for a reminder/overview of the entire subject. On the assumption that you want to take away more for your investment in this experience (time more than money) than just a paper and some credits on a transcript, this table of contents can also serve as a template into which you can put your outline, notes from reading, from our discussions, and those made during the preparation of your paper.
Contact


Coordinates

Your instructor is Nicholas Johnson. His office is BLB 445. The phone there is 319-335-9146. His email address is Nicholas-Johnson@uiowa.edu. There is no need to look at the following, but if you are curious, feel free to do so:
Biography: http://www.nicholasjohnson.org/about/njbio04.html
Writing: http://www.nicholasjohnson.org/publications
Web site: http://www.nicholasjohnson.org
Blog: http://FromDC2Iowa.blogspot.com
Johnson’s assistant is Kelley Winebold; BLB 469, 319-335-9099, Kelley-Winebold@uiowa.edu.


Office Hours

Formal office hours will be scheduled for whatever are the best times for the most Tutorial students, given individuals’ class and work schedules.

However, with or without office hours, students may walk into the office at any time the door is open. Appointments are not necessary, but will be scheduled if a student prefers.
Of course, there will be scheduled appointments for the one-on-one research paper meetings.


Communication
The preferred means of communication is email, using the Instructor’s email address, above.

When a student emails a question, and the Instructor believes the answer would be relevant to every student, it is his practice to respond to all students. (The name of the student who first inquired will not be revealed.) 
Grading
The most significant component of a student’s grade (65%) will be the average of the grades received on that student’s written work throughout the semester (e.g., topic selection, outline, research, best-effort first draft, final draft, reading assignments).

The other 35% will reflect (a) the creativity, quantity and quality of that student’s research, (b) the extent to which her or his contributions to group discussion reflect that research, thought and analysis, and (c) the student’s conception, creation, planning, leading of discussion, and delivery of his or her paper during the class time assigned to that purpose.
If students’ preparation, writing and participation in discussion is not of sufficient quality, the Instructor reserves the possibility, with advance notice, of a final exam for all students. It is his intention, hope and expectation that will not be necessary.

The Instructor will make an effort to provide informal, individual feedback regarding writing and discussion contributions throughout the semester.

Goals

The goals of the Tutorial are:

(1) To provide students an opportunity to explore, individually and collectively, at least a sampling of the full sweep of cyber phenomena—how and where EDICT (electronics, digitization, the Internet, computers, and telecommunications) have affected almost every aspect of human life on Earth; 
(2) To provide an illustrative example of what a lawyer confronts when dealing with clients involved in any new kind of activity or business, often but not always as a result of new technology, or other major economic, social, or political changes;

(3) To “spot the issues,” to identify the categories of policy, legal and other-than-legal issues presented by the tectonic shifts brought on by cyber phenomena;
(4) And then pursue how “the law” is now dealing with those issues, if at all, and how it might better contribute in a more helpful way—either with pre-existing Constitutional, statutory, administrative or judicial provisions and doctrines, or newly fashioned approaches necessitated by the perceived cyber change.

Overview

Introduction

A number of forces have come together to produce our 21st Century cyber life:

An Internet that enables you to communicate at 186,000 miles per second. Near-ubiquitous connections to it, with Wi-Fi hot spots and cell towers throughout the world. Miniaturization of the computers that once were the size of Iowa City homes into something that fits in a shirt pocket; with switches made of atoms on a tiny chip instead of tubes the size of light bulbs. A digitization process that can transform photos, text, video, and data into packets of 1s and 0s that enable the creation of perfect copies that can travel over wires, optic fibers, or through the ether formerly limited to transmitting analog reproductions of telegraphed dots and dashes, or the human voice.

For many students the world, the life, this has created is their “normal.” But it is far from humankind’s evolving normal over the past 10,000 years. It has brought a tsunami of change that, in this Instructor’s opinion, goes far beyond that of the printing press, industrial revolution, or the automobile.

Do you find your grandparents or great grandparents’ stories of their lives, their technological “normal,” amusingly quaint at best or simply unbelievable at worst? Well, imagine how your great grandchildren, fifty or more years from now, will look back on your iPhone, Tweets, texting, Facebook page, Internet, or music mpg files, and wonder how on earth you could have survived without their “normal.”

Cyber Phenomena’s Impact

“Our 21st Century cyber life” has had a global impact on every individual, family, transaction, enterprise, institution, and activity.

In the process, it has also affected, or should, the content of every law school course—not to mention the practice of law. There are torts in cyberspace, contracts, virtual and real property, crimes, jurisdictional issues, copyright and trademark issues, and tax questions in cyberspace. There is a legal system for what cyber wonks call “the brick and mortar world,” and there is a legal system for cyberspace. Those laws are, or ought to be sometimes, very different.

Categories and Organization

There are many ways of organizing things, whether the shirts in your closet or the content of a law school class. So it is with cyberlaw casebooks and classes.
One could organize the material around traditional law school courses and their doctrines—torts (defamation via Internet), trademark law (as applied to domain names and metatags), and so forth. One could organize it around the statutes and court decisions that address problems that did not exist prior to computers and the Internet.
 As you’ll soon see, the authors of our casebook have selected an entirely different approach (which still makes the prior two possible), with chapter headings including topics such as “Metaphor and Analogy,” “Geography and Sovereignty,” “Public Versus Private,” and “Legal Versus Technological Regulation.”

Readings, Writings, and Rough Chronology

What the Instructor and participants make of the Tutorial’s process and content from August to December, and its ultimate chronology, will undoubtedly vary in some particulars from the Instructor’s  pre-Tutorial perspective when preparing this Syllabus months earlier.

However, the broad outlines and chronology will remain relatively constant. So, without specifying precisely which weeks we’ll be doing what, or precisely which pages of reading will be assigned (as distinguished from how many pages), here’s what’s coming. (For greater detail, see “Somewhat More Specific Reading Assignments,” below.)
First Assignments and Class Sessions

Your first assignment is to research, discover, identify and record (with citations to your sources) specific examples of ways in which EDICT (electronics, digitization, the Internet, computers, and telecommunications) have had an impact on human life, transactions, and institutions (what we’ll call “cyber phenomena”). Individual examples shouldn’t take more than something between a single sentence and brief paragraph. (It’s quantity and quality of examples, not the length of your paper, that count here.) 

At this stage of the Tutorial you are not to identify or develop the public policy or legal issues or challenges raised by these cyber phenomena.

This will be (1) the basis for your contributions to our initial Tutorial discussions, and (2) documents you will email the Instructor prior to the Tutorial sessions at which these discussions take place.

Example

On June 12, 2013, Reuters ran a story about a “bank robbery.” Jonathan Stempel, “U.S. Charges Eight for Cybercrime Targeting Banks, Government,” Reuters, http://newsandinsight. thomsonreuters.com/Legal/News/2013/06_-_June/U_S__charges_eight_for_cybercrime_targeting _banks,_government/. (It was carried in the local papers as “Courts: U.S. Charges 8 For Cybercrime Scheme; Hackers Accused of Trying to Steal at Least $15 Million,” The Gazette, June 13, 2013, p. A4.)

Here’s an excerpt:

Federal prosecutors in New Jersey on Wednesday unveiled criminal charges against eight people accused of trying to steal at least $15 million from U.S. customers in an international cybercrime scheme targeting accounts at 15 financial institutions and government agencies.

U.S. Attorney Paul Fishman said the conspiring hackers gained unauthorized access to computer networks, diverted customer funds to bank accounts and pre-paid debit cards and used "cashers" to make ATM withdrawals and fraudulent purchases in Georgia, Illinois, Massachusetts, New York and elsewhere.

Among the entities targeted were Automatic Data Processing Inc, Citigroup Inc, eBay Inc's PayPal, JPMorgan Chase & Co, TD Ameritrade Holding Corp and the U.S. Department of Defense, Fishman said.

The charges come as law enforcement officials crack down on cybercrime heists. This has included arrests announced last week of 11 people in the United States, United Kingdom and Vietnam in a worldwide credit card fraud ring, and a May raid on Liberty Reserve, a Costa Rica company that provided a "virtual currency" system to move money without using traditional banking. . . . 

So what should you say about these “cyber phenomena”? Two things.

(1) A simple factual description of what happened that involves in some way our EDICT elements. In this case: Individuals, who were not authorized to do so, were able to enter electronic banking systems and acquire money belonging to others.

And, (2) why you think these facts are fairly called a cyber phenomena; that is, what is different in what happened from, say, life in the first half of 20xth Century America? In this case: in a pen-and-paper banking world, bank robberies required a six-gun or a clever embezzlement scheme(either of which required physical presence in the bank, considerable risk to the “bank robber,” and the exchange of paper money. Today, much more profitable, and less risky, bank robberies are possible from a laptop, while sitting in bed in your pajamas, without ever handling paper money.

Why will we be doing this?

Compared to the 1950s through the 1970s, not to mention earlier, we are now living in a new world EDICT disorder of both multi-billion-dollar opportunities and unimagined human tragedies. The thinking and understanding of lawyers, legislators, and judges are woefully behind that of the engineers and entrepreneurs of this technology. Law students need to become at least somewhat familiar with the extent of the uncharted cyber jungle through which they will be traveling during a career that will span the next half-century. (Think your parents’ reactions to the first personal computers, and try to imagine an equivalent leap for yourself from some EDICT change 20 or 50 years from now.) As future lawyers, you will be preparing the maps and trail blazes that will guide future generations away from the quicksand and into the meadows.

It is very difficult(not impossible, but unnecessarily difficult(to try to comprehend the law and policy of any area of human behavior, transactions, or industry without knowing something about the factual context out of which that law has emerged and within which it takes on significance. During my own professional career it has required learning about, among other things, the oil industry and natural gas price regulation (teaching at UC Berkeley law school; first major law review article); the airline, steel and cement industries (practice with Covington & Burling, Washington); merchant shipping, ship building, port operations (as U.S. Maritime Administrator); telephone, broadcasting, cable TV, communication satellite, optic fiber, mobile radio, computer industries (as FCC commissioner); and the K-12 education “industry” (as Iowa City school board member). Your experience will undoubtedly prove to be similar, even though the industries will vary.

So that is why, to repeat, our first Tutorial session discussions, and “Your first assignment is to research, discover, identify and record (with citations to your sources) specific examples of ways in which EDICT (electronics, digitization, the Internet, computers, and telecommunications) have had an impact on human life, transactions, and institutions (what we’ll call ‘cyber phenomena’).”
Following those discussions, students will have access to the Instructor’s document entitled Cyber Phenomena, which contains his own list of examples(which may expand upon, or may end up being far less than, what will have emerged from the Tutorial discussions.

Stage Two

The above is all you need be thinking about during the first week or so.

However, to the extent you’d like to know where all this is heading in future weeks, here’s how what you’re now doing prepares us for what’s coming.

This need for lawyers to have a factual foundation is especially true of cyberlaw, which requires us to take flight from the brick-and-mortar world of the 19th and 20th Centuries. This is a law of something we often cannot see, that exists simultaneously everywhere and nowhere, refuses to recognize the geographical-jurisdictional restraints of legislative and judicial boundaries, and impacts virtually every aspect of our lives. It requires a rethinking of our assumptions about the law in numerous major and minor ways.

How should we slice into this gigantic wad of chewing gum?

(1) Cyber phenomena. We will have begun, as described above, by putting aside for the moment the usual law school exercises of “spotting the issue,” exploring, and then applying the applicable law. We will have ventured forth into this largely uncharted electronic jungle, like Lewis and Clark, reporting back to each other what we find. We will have gathered and discussed specific examples, drawn from and citing specific news accounts, of “cyber phenomena.”

Following the first week or so, we will proceed to:

(2) Categories. Once we’ve either amassed enough data, or become bored with the exercise, we may be able to group some of these cyber phenomena into categories (drawing on some of those from the Cyber Phenomena paper and adding more).
(3) Policy issues. We can then address: What issues, concerns, and opportunities are presented by the categories we identify?

(4) Legal implications. Finally, we’ll turn to: Given those issues, how can the law make things better? Perhaps we decide a statute or judicial doctrine is getting in the way, and should be repealed or revised. Maybe we think our newly identified bundle of issues for a given category requires more statutes, regulations, or newly fashioned judicial doctrines.

Categories
In addition to our cyber bank robberies, we might also find stories about cities’ use of video cameras on stoplights at intersections to catch scoff-laws, or the NSA programs revealed by Edward Snowden in June. After we’ve identified enough cyber phenomena, we might pluck out those three, and others, and categorize them as a “cyber crime” or “cyber law enforcement” category.

Policy issues
When we move on to the identification of policy issues, we might ask: when global criminal rings are involved in these cyber bank robberies, do we need international cyber monitoring, police, and courts? Are there technological fixes? Do responses to these challenges adversely affect bank customers’ privacy? If so, how do we reconcile Europe’s stricter data privacy standards with those of the United States?

Legal implications
What treaties, or national legislation, have been created during the last 20 years in response to electronic bank robberies? Why should laws be repealed, or how should they be revised, or supplemented, in response to more innovative crimes?

Obviously, (a) what’s just been offered is only an illustration of the process, not substantive material we will emphasize, and (b) we will be casting a far larger net than just cyber crime phenomena. Think healthcare, higher education, video games, cars without drivers, or weather forecasting. We’re looking for all of the EDICT impacts on human life, institutions, and transactions. Nor need your initial cyber phenomena examples suggest obvious public policy or legal issues. At that beginning stage, we’re just looking for examples of how life has changed. Moreover, we may discover some issues that aren’t immediately obvious. For example, fantasy football teams represent a significant shift from the ways in which pre-cyber kids spent their leisure time. But they also bristle with a porcupine-full of policy and legal quills.  

Fundamental to this exercise is that a major part of its benefit for students, like much of the study of the law, is the process of your going through it as distinguished from the ultimate product. 

Topic Selection

Based on the early discussion, and Cyber Phenomena, each student will identify a research paper topic related to one of the cyber phenomena categories, or sub-categories(probably around the third week(to discuss with the Instructor in a first one-on-one conference. Prior to that conference, students should prepare and email the Instructor something on the order of a one-page paper that includes (1) a precise single-sentence of the topic, making reference to the content of the cyber phenomena, which of the public policy issues the student has selected, and the remedy the paper will propose, (2) what portions of the casebook the student believes are relevant to this topic, (3) what additional sources are available, and (4) anything else thought relevant to the project.
Introductory Readings

For the next three or four weeks, while students are researching and preparing outlines, there will be relatively light, introductory reading assignments.
As mentioned above, in addition to providing chapters dealing with substantive cyberlaw (such as speech and privacy), the authors of our case book have provided chapters with headings such as, “Metaphor and Analogy,” “Geography and Sovereignty,” “Public Versus Private,” and “Legal Versus Technological Regulation.” They are the “conceptual chapters” that provide insight into the authors’ orientation and purpose for the book’s approach and design. 

We will start with some material from Chapter One, followed by the substantive chapters (because they are of most direct relevance to the selection of research paper topics you will be doing at that time), and then proceed to readings and discussions of the conceptual chapters.
Students may well find material in the conceptual chapters of use for papers(indeed, the insights those chapter provide are what will give you the competitive edge when engaged in practice with (or against) those whose cyberlaw understanding came from a “doctrinal stovepipe” approach. But whether there, in other chapters, or elsewhere, it is often the case that what will be necessary for the research papers will be, for example, specific statutes or court decisions(either already in existence, or in the form of your proposals.

Polishing Papers, Conferences, Presentations and Substantive Readings

There will be additional one-on-one conferences throughout the semester, from topics, to outlines, to best first drafts, and presentation proposals.

During these weeks students will work on outlines, research, and polishing finished, first drafts that represent the best of which the student is capable (and the bulk of the writing portion of the grade).
Depending on students’ selection of paper topics (and assigned casebook reading associated with the paper), there will be additional substantive reading assignments and discussion sessions throughout the semester.

And there are a number of possibilities for videos, Skype or in-person interviews, and other events throughout the semester.

Final Weeks’ Presentations

The culmination of the Tutorial is the opportunity for each student to select substantive readings from the casebook and elsewhere, plan a presentation, and lead the discussion of their paper and related readings. If an hour is allocated to each of eight students that will involve the last four weeks of the semester. Given that much of the discussion of substantive cyberlaw will occur at this time, an hour is certainly not excessive. But it’s possible less will be needed.

No Plan for Final Exam (subject to condition)

As noted above, if the preparation, writing and participation in discussion is not of sufficient quality, the Instructor reserves the possibility, with advance notice, of a final exam for all students. It is his intention, hope and expectation that this will not be necessary.

Somewhat More Specific Casebook Reading Assignments

(as of July 29, 2013)
NOTE: As you read these pages, try to internalize what’s there. We will at least begin our discussion of this introductory material with casebooks and laptops/smart phones closed. And possibly subsequently on occasion as well.
Introduction to Cyberlaw

Chapter One. “Introduction to the Idea of Cyberlaw”

Section A. Why Cyberlaw?

Easterbrook, “Cyberspace and the Law of the Horse,” pp. 4-6
Lessig, “The Law of the Horse: What Cyberlaw Might Teach,” pp. 6-12

Section B. Our Approach, p. 15, 4th sentence; p. 16, five bullet points; pp. 3-4, Chapter One, Introduction

Section C. Internet Basics, pp. 16-24 
(Even though you may think you already know everything in these nine pages, it’s still a good idea for all of us, the Instructor included, to at least scan and review them to make sure. If you have not worked in the industry, or were not a computer science major, you will want to read them more carefully. We will be discussing this material together. E.g., “Lessig talks about the “architecture” of the Internet; what are some of the values embedded in its design?”)

Casebook Substantive Overview

Chapter Six, “Problems of Intermediaries” Introduction, pp. 393-394

Chapter Seven, “Regulating Speech”; Unit Four, “What to Regulate,” pp. 519-520; 521

Chapter Eight, “Problems of Privacy and Surveillance,” Introduction, pp. 625-627
Chapter Nine, “Problems of Information Enclosure,” Introduction, pp. 707-708

Overview of Casebook Authors’ Conceptual Approach

Chapter One, Section B. Our Approach, pp. 15-16

Chapter Two, “Problems of Metaphor and Analogy,” Introduction, pp. 25-27

Chapter Three, “Problems of Geography and Sovereignty,” Introduction, pp. 75-79

Chapter Four, “Problems of ‘Public’ Versus ‘Private’ Regulation,” Introduction, pp. 165-168

Chapter Five, “Problems of Legal Versus Technological Regulation,” Introduction, pp. 303-304

Chapter Ten, “Problems of Legal, Technological, and Cultural Change”


Introduction, pp. 835-836


Section A, “Cyberspace as Metaphor,” pp. 836-837 (only)


Section B, “Cyberspace, Community, and Globalization,” pp. 856-857 (only)


Section C, “Cyberspace and the Formation of Law and Policy,” Introduction, pp. 880-881

The Conceptual Chapters
Note: (1) The point of reading and discussing the “conceptual chapters” is to encourage all of us to think about the conceptual cyber issues they raise and that may help us to get a grasp of the challenges of “cyberlaw.” It is not to merely identify and articulate their case “holdings” within some substantive area of law. Therefore, as you read, think about the questions they raise for you, that you would want to discuss. In that connection, although not “assigned reading” as such, you will probably find the authors’ “Notes and Questions” that are associated with the assigned readings helpful in formulating your own questions. And you are, of course, not forbidden to read more of the related material than these sketchy assignments(indeed, you may often find it essential to do so to flesh out your preparation for contributions to our discussions, and your general grasp of cyberlaw.
(2) The reason the assigned readings are as short and sketchy as they are is that we presume that most of your Tutorial-related time during these weeks involves work on your research paper.
Chapter Two, “Problems of Metaphor and Analogy”


Introduction, pp. 25-27

Section A, “Trespass to Chattels in Cyberspace”



eBay v. Bidder’s Edge, pp. 27-33



Intel v. Hamidi, Mosk, J., dissenting, pp. 47-48


Section B, “Consumer Confusion and Online Trademarks”



Brookfield Communications v. West Coast Entertainment, pp. 51-58, 60-62


Section C, “Internet Access and Content Filtering in Public Libraries”



Mainstream Loudoun v. Board, Loudoun County Public Library, pp. 63-66

Chapter Three, “Problems of Geography and Sovereignty”


Introduction, pp. 75-79


Section B, “Jurisdiction to Prescribe”



Note on Jurisdiction, p. 99

1. “Extraterritorial Regulation of Speech”


La Ligue Contre le Racisme v. Yahoo!, pp. 99-101

2. “The ‘Dormant’ Commerce Clause


American Libraries Ass’n v. Pataki, pp. 104-110


Section C, “Jurisdiction to Adjudicate”



1. “The U.S. Personal Jurisdiction Inquiry: Introductory Note,” pp. 129-131



2. “Jurisdiction Based on Online Interaction: Introduction,” pp. 134-138




Young v. New Haven Advocate, pp. 138-142


Section D, “Judgment Recognition and the Power of Persuasion: Introduction,” pp. 151-152




Yahoo! v. La Ligue Contre le Racisme, pp. 152-157

Chapter Four, “Problems of ‘Public’ Versus ‘Private’ Regulation


Review: Lessig at pp. 9-10


Introduction, pp. 165-168


Section A, “‘Private’ Regulation”



Introduction, pp. 168-169



1. “Centralized Standard-Setting Bodies”



Weiser, “Internet Governance, . . .,” pp. 169-172



2. “Decentralized Collective Action”



Media3 Technologies v. Mail Abuse Prevention System, pp. 173-176


3. “Regulation by Contract”




Introduction, p. 183




ProCD v. Zeidenberg, pp. 184-186


Section B, “Public Regulatory Responses to ‘Private’ Regulation”



Introduction, pp. 202-203



1. “Applying Constitutional Norms to ‘Private’ Entities,” pp. 203-205



2. “Legislative Responses to ‘Private’ Regulation,” pp. 205-207



3. “Regulation of Internet Access Providers”




a. “Open Access,” pp. 248-251




b. “Network Neutrality,” pp. 251-257

Chapter Five, “Problems of Legal Versus Technological Regulation”


Introduction, pp. 303-304


Section A, “Effect of Technological Change on Legal Rules,” pp. 304-305



1. “Telephone Communications, Surveillance, and the Fourth Amendment”




Olmstead v. U.S., pp. 306-309



3. “Internet Communications, Surveillance, and the Fourth Amendment”




Notes and Questions, pp. 330-333

Section B, “The Effect of Legal Rules on Technological Innovation”



1. “Home Video Recording Devices”

DMCA and facts in Real Networks v. Streambox, 340-345



2. “Peer-to-Peer File Sharing”




Facts in A & M Records v. Napster, pp. 350-352




Notes and Questions, No. 8, pp. 379-380



3. “Telecommunications Devices,” pp. 380-382


Section C. “The Use of Technology to Supplement or Supplant Legal Rules,” pp. 382-385

The Substantive Chapters
It is assumed that much of the material in what are designated as the “substantive chapters” (the content of statutes, holdings of cases, and issues raised in the “Notes and Questions”) will be cited and discussed in their research papers, and assigned by students as a part of the background reading prior to their presentations of those papers.

To the extent that significant material, important to students’ understanding of cyberlaw has not been assigned in this way, there may be additional announcements of reading assignments prior to Tutorial discussions toward the end of the semester. Until it can be known what material has already been assigned and discussed, and what has not, it is, of course, impossible to indicate at the beginning of the Tutorial what those assignments may turn out to be.

Resources

Casebook Table of Contents

A pdf of the casebook’s table of contents is available here:

http://www.nicholasjohnson.org/CEL2013/Casebook-4th-TOC.pdf .

Cyberlaw Book List

Here are some general audience (not “law”) books from the last five years or so that deal with cyber phenomena in their own ways. They are not required reading. They are not warranted to be “the best” books on the subject. They are simply a representative sample of what’s available. As such, (a) their existence is further evidence of the extent to which humankind is struggling to understand its new digitized world, and (b) may be useful to you in that way.

Lori Andrews, I Know Who You Are and I Saw What You Did: Social Networks and the Death of Privacy (2012)

Julian Assange, Cypherpunks: Freedom and the Future of the Internet (2012)

Mark Bauerlein, The Digital Divide: Arguments for and Against Facebook, Google, Texting, and the Age of Social Networking (2011)

Erik Brynjolfsson and Andrew McAfee, Race Against the Machine: How the Digital Revolution is Accelerating Innovation, Driving Productivity, and Irreversibly Transforming Employment and the Economy (2012)
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Jaron Lanier, You Are Not a Gadget: A Manifesto (2010)
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Viktor Mayer-Schonberger, Big Data: A Revolution That Will Transform How We Live, Work, and Think (2013)

Nicco Mele, The End of Big: How the Internet Makes David the New Goliath (2013)

Kevin Mitnik, Ghost in the Wires: My Adventures as the World’s Most Wanted Hacker (2011)

Evgeny Morozov, The Net Delusion: The Dark Side of Internet Freedom (2011)

Evgeny Morozov, To Save Everything, Click Here: The Folly of Technological Solutionism (2013)

David G. Post, In Search of Jefferson’s Moose: Notes on the State of Cyberspace (2009)

Harrison Rainie and Barry Wellman, Networked: The New Social Operating System (2012)

Douglas Rushkoff, Present Shock: When Everything Happens Now (2013)

Michael Saylor, The Mobile Wave: How Mobile Intelligence Will Change Everything (2012)

Eric Schmidt and Jared Cohen, The New Digital Age: Reshaping the Future of People, Nations and Business (2013)

Clay Shirky, Here Comes Everybody: The Power of Organizing Without Organizations (2008)

Lee Siegel, Against the Machine: Being Human in the Age of the Electronic Mob (2008)

Rick Smolan and Jennifer Erwitt, The Human Face of Big Data (2012)

James P. Steyer, Talking Back to Facebook: A Common Sense Guide to Raising Kids in the Digital Age (2012)

Don Tapscott, Grown Up Digital: How the Net Generation Is Changing the World (2009)

Don Tapscott and Anthony Williams, Wikinomics: How Mass Collaboration Changes Everything (2008)

Sherry Turkle, Alone Together: Why We Expect More From Technology and Less From Each Other (2011)

Fred Turner, From Counterculture to Cyberculture: Stewart Brand, the Whole Earth Network, and the Rise of Digital Utopianism (2006)

Tim Wu, The Master Switch: The Rise and Fall of Information Empires (2011)

Journalistic Sources

All Things Digital 

Bloomberg Businessweek - Technology 

BNA (Products/Legal and Business/Telecommunications and Internet) 

Click (BBC's “digital news and trends”) 

cnet News ("Top Technology News")

Financial Times - FT Tech Hub 

-Financial Times - Reports - Cybersecurity
Guardian, The (London) - Technology
Information Week 

Le Monde - Technologies
New York Times 

- New York Times - Technology 

- New York Times - Technology - Bits 

- New York Times - Times Topics - Computer Security (Cybersecurity) 

- New York Times - Times Topics - National Security Agency 

- New York Times - Times Topics - Privacy
On the Media (excellent weekly, hour radio program from WNYC, New York) 

Reuters (U.S. edition) – Technology News
USA Today - Tech
Variety - Digital 

Wall Street Journal - TECH 

Washington Post - Technology
Wired 

Yahoo! News – Technology 

Collections

Copyright Law Pathfinder, University of Iowa College of Law Library 

Cyberspace Law 
(all-purpose collection with academic focus; from "Jurist: Legal News and Research," University of Pittsburgh School of Law) 

The IT Law Wiki 
(an ambitious attempt to show that you can have it all) 

New Communication Technologies, Their History and Social Influence: An Annotated Bibliography 
(Professor Stephen Vaughan, University of Wisconsin; 3200 titles, 11,000 key terms) 

Trademark Law Pathfinder, University of Iowa College of Law Library 
(with some additional IP links) 

Corporations

Amazon
Apple
Facebook
Google
Microsoft
And see, Jessica E. Lessin, Greg Bensinger, Evelyn M. Rusli and Amir Efrati, "Apple vs. Google vs. Facebook vs. Amazon; The Lines Between Software and Hardware Continue to Blur," Wall Street Journal/Technology, December 25, 2012,

http://online.wsj.com/article/SB10001424127887324677204578188073738910956.html
Cyberlaw and Policy Organizations

ACLU (Americn Civil Liberties Union) 

- ACLU - National Security 
- ACLU - Technology & Liberty 
-ACLU - NSA Watch - and NSA Watch Resources
Berkman Center for Internet and Society, The Harvard 

Center for Internet and Society, The Stanford 

Center for Digital Democracy 

Center for Strategic and International Studies - Technology and Public Policy Program 

Copyright Office 

U.S. Department of Homeland Security 

Department of Justice - Antitrust Division 

eff (Electronic Frontier Foundation) 

EPIC (Electronic Privacy Information Center) 

Federal Communications Commission 

Federal Trade Coimmission 

Internet Society 

National Security Agency 

National Telecommunications and Information Administration 

Sloan Foundation, Alfred P. - Digital Information Technology Program 

Some Statutory Sources

CFAA (Computer Fraud and Abuse Act) 
18 U.S.C. § 1030 (2009) 
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title18/pdf/USCODE-2009-title18-partI-chap47-sec1030.pdf 
[Title 18 - CRIMES AND CRIMINAL PROCEDURE 
PART I - CRIMES 
CHAPTER 47 - FRAUD AND FALSE STATEMENTS] 
  

DMCA (Digital Millennium Copyright Act) 
17 U.S.C. §§ 512 and 1201-1205 

17 U.S.C. § 512 
United States Code, 2009 Edition 
[Title 17 - COPYRIGHTS 
CHAPTER 5 - COPYRIGHT INFRINGEMENT AND REMEDIES] 
Sec. 512 - Limitations on liability relating to material online 
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title17/html/USCODE-2009-title17-chap5-sec512.htm 

17 U.S.C. §§ 1201-1205 
United States Code, 2009 Edition 
[Title 17 - COPYRIGHTS 
CHAPTER 12 - COPYRIGHT PROTECTION AND MANAGEMENT SYSTEMS] 
Sec. 1201 - Circumvention of copyright protection systems 
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title17/html/USCODE-2009-title17-chap12.htm 
  

ECPA (Electronic Communications Privacy Act) 
18 U.S.C. §§ 2510-2522 (2009) 
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title18/html/USCODE-2009-title18-partI-chap119.htm 
[Title 18 - CRIMES AND CRIMINAL PROCEDURE 
PART I - CRIMES 
CHAPTER 119 - WIRE AND ELECTRONIC COMMUNICATIONS INTERCEPTION AND INTERCEPTION OF ORAL COMMUNICATIONS] 

The Espionage Act 
18 U.S.C. §§ 792-799 (2009) 
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title18/html/USCODE-2009-title18-partI-chap 37.htm 
[Title 18 - CRIMES AND CRIMINAL PROCEDURE 
PART I - CRIMES 
CHAPTER 37 - ESPIONAGE AND CENSORSHIP] 
  

FISA (Foreign Intelligence Surveillance Act) 
50 U.S.C. §§ 1801-1885c (2009) 
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title18/html/USCODE-2009-title18-partI-chap37.htm 
[Title 50 - WAR AND NATIONAL DEFENSE 
CHAPTER 36 - FOREIGN INTELLIGENCE SURVEILLANCE] 

Pen Registers and Trap and Trace Devices 
18 U.S.C. §§ 3121-3127 (2009) 
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title18/html/USCODE-2009-title18-partII-chap206.htm 
[Title 18 - CRIMES AND CRIMINAL PROCEDURE 
PART II - CRIMINAL PROCEDURE 
CHAPTER 206 - PEN REGISTERS AND TRAP AND TRACE DEVICES] 
  

SCA (Stored Communications Act)
18 U.S.C. §§ 2701-2712 (2009)
http://www.gpo.gov/fdsys/pkg/USCODE-2009-title18/html/USCODE-2009-title18-partI-chap121.htm 
[Title 18 - CRIMES AND CRIMINAL PROCEDURE 
PART I – CRIMES
CHAPTER 121 - STORED WIRE AND ELECTRONIC COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS] 

And see, Congressional Reference Service, "The Internet and the USA Patriot Act: Potential Implications for Electronic Privacy, Security, Commerce, and Government," Congressional Reference Service Report for Congress, March 4, 2002 (update), 22 pp. (Marcia S. Smith, Jeffrey W. Seifert, Glenn J. McLoughlin, and John Dimitri Moteff; CRS Resources, Science, and Industry Division.) 
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